TERMS OF REFERENCE Governance Risk and Compliance Advisor
BACKGROUND
The Federal Government of Somalia has recently passed a new data protection law - the Somali Data Protection Law (DPL) 2023 - that requires the establishment of Somali Data Protection Authority (DPA) to oversee the implementation of the law. The Authority will be the lead Federal Government body mandated to implement and enforce compliance with the DPL, formulate national regulations related to data protection and privacy. Its mandate also includes:

· Protecting data subjects from risks to data subjects arising from the processing of their personal data, including risks to their rights and liberties under the Constitution of the Federal Republic of Somalia;
· Promoting data processing practices that protect the security of personal data and privacy of data subjects;
· Ensuring that personal data is processed in a fair, lawful and accountable manner;
· Facilitating the secure transfer of personal data about citizens and residents of the Federal Republic of Somalia held by international organizations to appropriate government entities for purposes of providing public services and related governmental functions; 
· Establishing a framework for secure government processing of personal data to enhance the welfare of the people of the Federal Republic of Somalia; and
· Increasing the beneficial use of personal data in the digital economy of the Federal Republic of Somalia and its participation in regional and global economies.

In performing its duties, the Data Protection Authority is guided by the Constitution of the Federal Republic of Somalia (FGS), the DPL, and other relevant laws, such as the National Communications Law 2017[footnoteRef:1], which lays the basis for a competitive and enabling legal and regulatory environment for ICT services in Somalia and the National ICT Policy 2019-2023[footnoteRef:2]. The DPL fills a gap in FGS’s foundational legal frameworks considered critical for developing a vibrant local digital economy and supporting integration in regional and global digital markets.  [1:  See: https://nca.gov.so/wp-content/uploads/2022/01/National-Communication-Law.pdf]  [2:  See: http://mptt.gov.so/wp-content/uploads/2019/04/Draft-National-ICT-Policy-Strategy-Somalia-V0.6.pdf
] 


The DPA is currently a key beneficiary of a World Bank-financed investment operation, the Somalia Capacity Advancement, Livelihoods and Entrepreneurship through Digital Uplift Project (SCALED-UP). The Project, inter alia, seeks to strengthen the FGS’ capacity to provide wider access to digital services, for which ensuring that a robust enabling legal and institutional framework is in place is critical. In this regard, the Project seeks to bolster the FGS’ capacity to ensure that people’s data is protected and responsibly managed by both the public and private sectors.  

As more businesses and citizens are moving online, the FGS is looking to improve data protection and privacy compliance. The public and private sectors are increasingly collecting, storing, and processing data that needs to be managed in line with best practice and global standards for data protection and privacy. The Government is therefore looking to build a robust framework for data protection and privacy to ensure trust in digital service delivery and allow data-driven services to flourish, as well as encourage secure data exchange both within Somalia and across borders to support wider trade and service delivery. 


As part of the support provided by the Project, the DPA seeks to hire a Governance, Risk, and Compliance Policy Adviser (individual consultant) to support the development of governance, risk management and compliance policies, processes and procedures. 
OBJECTIVE
The Governance, Risk, and Compliance (GRC) Advisor will support the DPA in ensuring that public and private enterprises adhere to the requirements of the DPL and DPA standards, regulations, and best practices and that they are well-equipped to develop, and continuously review and enhance appropriate information security, data privacy, risk management, and compliance policies. The GRC Advisor facilitates cross-functional collaboration on policy effectiveness, compliance monitoring, and control implementation, supporting the DPA and other organizations to operate in alignment with data protection requirements and good practices and to reduce risk exposure.

RESPONSIBILITIES
The GRC Advisor’s responsibilities include, but are not limited to, the following:
Develop and implement compliance and risk management policies and tools:
· Develop GRC policies for the DPA and create a compliance checklist for the registration process; in alignment with national and international data privacy laws and regulations;
· Perform risk assessments of data controllers/processors registered with DPA seeking compliance certificates;
· Investigate inconsistencies or inaccuracies in initial reports from data controllers/ processors, or in case of a data breach;
Contribute to the development of regulatory frameworks: 
· Collaborate with the legal team on issues related to governance, risk, and compliance;
· Assist the legal team by providing technical input and feedback on the feasibility of regulations;

Capacity building and stakeholder engagement:
· Coordinate and conduct comprehensive training sessions on data protection for both public and private sectors;
· Ensure that all sectors are well-versed in data protection laws and regulations;
· Liaise and work with other consultants including technical, legal, communications and project management consultants.
Other Responsibilities:
· Design and document technical, administrative, and physical controls to ensure compliance with the Data Protection Law and DPA obligations.
· Serve as a resource on compliance assessment functions for other departments within the DPA.

DELIVERABLES 
Based on the above roles and responsibilities, the key outputs and deliverables shall include:
· Development of a detailed work plan on the development and implementation of governance, risk management and compliance policies, processes and procedure.
· Development of GRC policies and guidelines for the DPA.
· Risk assessments of data controllers/processors and relevant reports for the DPA.
· Delivery of workshops, consultations, and mentorship/training, for DPA staff on GRC workstream.
· Development of partnerships with other ministries, departments and agencies, development partners and international organizations, and
· Prompt delivery of technical assistance, as required, on matters related to DPL and its implementation.
REPORTING STRUCTURE
· The GRC Advisor reports to the DPA Director General.
QUALIFICATIONS AND SKILLS
· Bachelor’s degree in Law, Public Administration, Business Administration, Social Science, or a related field.
· At least 5 years of experience in governance, risk management, and compliance, preferably within a regulatory or public sector environment.
· In-depth knowledge of data protection frameworks, both national and international.
· Proven experience in developing and implementing compliance frameworks and risk management strategies.
· Strong analytical and problem-solving skills.
· Excellent communication and interpersonal skills.
· Ability to work independently and as part of a team.
· Proficiency in English and Somali is required.
