Terms of Reference (TOR) for Information Security Consultant for the Data Protection Authority in Somalia
1. Background
The Federal Government of Somalia has recently passed a new data protection law – the Somali Data Protection Law (DPL) 2023 - that requires the establishment of the Somali Data Protection Authority (DPA) to oversee the implementation of the law. The Authority will be the lead Federal Government body mandated to implement and enforce compliance with the DPL and formulate national regulations related to data protection and privacy. Its mandate also includes:

· Protecting data subjects from risks to data subjects arising from the processing of their personal data, including risks to their rights and liberties under the Constitution of the Federal Republic of Somalia;
· Promoting data processing practices that protect the security of personal data and privacy of data subjects;
· Ensuring that personal data is processed in a fair, lawful and accountable manner;
· Facilitating the secure transfer of personal data about citizens and residents of the Federal Republic of Somalia held by international organizations to appropriate government entities for purposes of providing public services and related governmental functions; 
· Establishing a framework for secure government processing of personal data to enhance the welfare of the people of the Federal Republic of Somalia; and
· Increasing the beneficial use of personal data in the digital economy of the Federal Republic of Somalia and its participation in regional and global economies.

In performing its duties, the DPA is guided by the Constitution of the Federal Republic of Somalia (FGS), the DPL, and other relevant laws, such as the National Communications Law 2017[footnoteRef:1], which lays the basis for a competitive and enabling legal and regulatory environment for ICT services in Somalia and the National ICT Policy 2019-2023[footnoteRef:2]. The DPL fills a gap in FGS’s foundational legal frameworks considered critical for developing a vibrant local digital economy and supporting integration in regional and global digital markets.  [1:  See: https://nca.gov.so/wp-content/uploads/2022/01/National-Communication-Law.pdf]  [2:  See: http://mptt.gov.so/wp-content/uploads/2019/04/Draft-National-ICT-Policy-Strategy-Somalia-V0.6.pdf
] 


As more businesses and citizens are moving online, the FGS is looking to improve data protection and privacy compliance. The public and private sectors are increasingly collecting, storing, and processing data that needs to be managed in line with best practice and global standards for data protection and privacy. The Government is therefore looking to build robust institutions and frameworks for data protection and privacy to ensure trust in digital service delivery and allow data-driven services to flourish, as well as encourage secure data exchange both within Somalia and across borders to support wider trade and service delivery. 

The DPA is a beneficiary of a World Bank-financed investment operation, the Somalia Capacity Advancement, Livelihoods and Entrepreneurship through Digital Uplift Project (SCALED-UP). The Project, inter alia, seeks to strengthen the FGS’ capacity to provide wider access to digital services. As part of the support provided by the Project, the DPA seeks to hire an Information Security Advisor (individual consultant) to develop a comprehensive information security framework for the DPA, including policies, standards, procedures, and guidelines.
2. Objectives
The primary objectives of this consultancy are to:
1. Assess the current information security posture and future needs of both the DPA.
2. Develop comprehensive information security guidelines, policies, and practices for the DPA and its external clients to strengthen data protection measures and effectively manage data breaches.
3. Build the information security knowledge and skills of DPA staff and external clients through targeted training and mentorship programs.
4. Provide ongoing advisory services to the leadership of both the DPA and its external clients, offering strategic guidance to ensure continuous improvement in information security capabilities and compliance with evolving data protection regulations.
5. Support the DPA in establishing effective frameworks to monitor and enforce data security practices among external clients, ensuring a cohesive and standardized approach to information security. 
3. Scope of Work
The Information Security Consultant will be responsible for the following tasks:
3.1. Information Security Assessment:
· Conduct a rapid review of the DPA's existing information assets including but not limited to local Servers (Active Directory), cloud infrastructure and digital infrastructure, policies, and security controls.
· Identify vulnerabilities, risks, gaps, weaknesses, and areas for improvement in the DPA's information security posture.
· Benchmark the DPA's information security practices against industry best practices and relevant standards.
3.2. Information Security Framework Development:
· Develop a comprehensive information security framework for the DPA, including policies, standards, procedures, and guidelines.
· Create an incident response plan for managing data breaches and other security incidents for DPA and its external clients.
· Develop data classification and handling guidelines for data controlling and data processing entities.
· Ensure the framework aligns with the DPA's organizational objectives, legal/regulatory requirements, and industry best practices.
· Provide guidance on the implementation and operationalization of the information security framework.
3.3. Implementation:
· Assist in the implementation of recommended security measures and controls.
· Provide technical support for the deployment of security technologies (e.g., firewalls, encryption, intrusion detection systems).
· Ensure the proper configuration and maintenance of security systems.
· Capacity Building and Training:
· Assess the information security knowledge and skills of DPA staff.
· Develop and deliver training programs to build the information security capabilities of DPA personnel.
· Conduct awareness campaigns to promote a culture of data security within the organization.
· Provide hands-on guidance and mentorship to DPA staff on the implementation and management of information security controls.
3.5. Monitoring and Evaluation:
· Establish a continuous monitoring system to track the effectiveness of implemented security measures.
· Regularly review and update security policies and procedures as needed.
· Provide periodic reports on the status of information security to the DPA leadership.
· Advise the DPA on emerging threats, technologies, and best practices in information security. 

4. Deliverables
The consultant will be expected to deliver the following:
· Detailed report on the current state of information security within the DPA.
· Identified vulnerabilities and recommended actions.
· Comprehensive information security policy and related procedures.
· Incident response plan and data classification guidelines.
· A step-by-step implementation plan for recommended security measures.
· Technical documentation for deployed security technologies.
· Training curriculum and materials for DPA staff.
· Records of training sessions conducted.
· A framework for continuous monitoring and evaluation of information security practices.
· Regular progress and status reports.
5. Duration and Location
The consultancy is expected to last for a period of 12 months, with the possibility of extension based on performance and project needs. The consultant will be based in Mogadishu, Somalia, with occasional travel to other parts of the country outside as required.
6. Qualifications and Experience
The ideal candidate should possess the following qualifications and experience:
· University degree in Information Security, Information Technology, Computer Science, or a related field.
· At least 5 years of demonstrated experience in data and information security management. 
· Proven track record of implementing information security frameworks in public sector organizations.
· In-depth knowledge of national and international data protection regulations (e.g. GDPR).
· Relevant certifications such as CEH, CCNA, MCSA, MCSE, or equivalent are desired.
· Strong analytical, communication, and training skills.
· Ability to work independently and collaboratively with diverse stakeholders.
· Familiarity with the data protection and privacy landscape in developing countries, particularly in the African region, is preferred.
· Fluency in English is required.
7. Reporting
The ICT Advisor will be hired and contracted through the SCALED-UP Project Implementation Unit at the Ministry of Finance but work under the direct supervision of the General Manager of the DPA.
