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TERMS OF REFERENCE FOR NETWORK ENGINEER


	Organization:
	National Identification and Registration Authority (NIRA)

	Position: 
	Network Engineer

	Location:
	Mogadishu

	Reporting to:
Contract Duration 
No. of Positions 
	Director of Infrastructure and Network Services
1 year with possible extension 



Background:

The National Identification and Registration Authority (NIRA) is a Government Agency in Somalia, first established in 2020, with the aim of creating and maintaining the national identification system. NIRA is, inter alia, responsible for registering citizens and residents and for providing them with secure and verifiable credentials, including a unique identification number and a national identity card. It also serves as a trusted provider of identity verification and authentication services, promoting the use of the foundational identification system. With the establishment of NIRA Somalia, the government is committed to providing a reliable and efficient identification system that will enable individuals to access services and participate in the development of the country. 

 The Federal Government of Somalia is implementing the World Bank-financed Somalia Capacity Advancement, Livelihood and Entrepreneurship, through Digital Uplift Project (SCALED-UP) and intends to use part of the proceeds to hire a Network Engineer (Individual Consultant) for the National Identification and Registration Authority.

NIRA seeks to recruit a Network Engineer to:

· Design and deploy the local and wide area networks of NIRA to ensure maximum uptime for users. 
· Install and configure new networks while maintaining and upgrading existing network services.
· Provide technical support to all connectivity issues and network faults in the authority’s data centers and offices.
· Develop technical documentations on network designs, configurations, devices, and connections.
· Collaborate with other teams in capacity building and knowledge transfer activities.


Scope of Work:

Under the overall guidance from NIRA Director General and direct supervision from the Network Architect, the responsibilities of the Network Engineer will include but not limited to the following:
· Design and deploy new networks securely and reliably while maintaining and improving the efficiency of existing networks.
· Install and configure infrastructure and network services in line with Institution’s policies and procedures.
· Maximize network efficiency and security, including through installing and configuring core firewalls, WAFs, Routers and core switches.
· Maximize network performance through ongoing monitoring and troubleshooting.
· Develop and arrange scheduled network maintenance and upgrades.
· Develop technical documentation on network designs, configurations, devices, and connections.
· Provide technical support to other teams and administrators during installation and maintenance of network systems.
· Report network status to NIRA’s management.
· Develop and implement backup and recovery strategies to ensure operational continuity 
Qualifications and experience requirements:

· A bachelor’s degree in computer science, Information Technology, Engineering, or a related field. 
· A minimum of 3-year experience in Network Administration, Network Design & Implementation and Network Troubleshooting.
· Associate or Professional level certification from Juniper or Cisco, or equivalent experience is mandatory.
· Strong knowledge and experience in VLANs, subnetting, Trunking, routing, switching, and ACL is required. 
· Have in-depth knowledge of industry standards for network equipment and protocols.  
· Security based network hardware and software knowledge. 
· Familiar with network monitoring and data analysis tools.  
· Familiar with industry standard network topologies and implementation practices for enterprise network designs. 
· Excellent analytical, problem-solving, communication, and interpersonal skills.
· Fluency in English and Somali is required.

Deliverables:
· Detailed Network design and deployment plan in line with NIRA’s Network architecture and authority’s strategic goals.
· Develop technical implementation documentation on existing networks with procedures and steps to install and configure network equipment and software.
· Collaborate with network architects on network optimization.
· Contribute to the development of new network solutions and improvement of the efficiency of existing networks. 
· Collaborate with other IT teams by taking necessary precautions to ensure that the network infrastructure and services are up and running 24X7. 
· Provide Timely technical support for network faults and issues in NIRA’S Data centers and offices and maximizing performance by troubleshooting network problems and outages. 
· Ensure, enforce, and adhere to network and cyber security infrastructure policies.
· Develop reports on the performance of the network including health of network equipment, network congestion and overall performance of the network on a regular basis.
· Provide training to network employees on the operationalizations and proper management of network devices and tools as well as network performance tuning. 
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