Terms of Reference
DPA CONSULTANCY SERVICES
Technical & Capacity Building Services

1. Background

The Federal Government of Somalia (FGS) has recently passed a new data protection law, the Somali Data Protection Law (DPL) 2023 that requires the establishment of Somali Data Protection Authority (DPA) to oversee the implementation of said law. The Authority is the lead Federal Government body mandated to implement and enforce compliance with the DPL, and formulate national regulations related to data protection. The objectives of the DPL include:

· Protecting data subjects from risks to data subjects arising from the processing of their personal data, including risks to their rights and liberties under the Constitution of the Federal Republic of Somalia.
· Promoting data processing practices that protect the security of personal data and privacy of data subjects.
· Ensuring that personal data is processed in a fair, lawful and accountable manner.
· Facilitating the secure transfer of personal data about citizens and residents of the Federal Republic of Somalia held by international organizations to appropriate government entities for purposes of providing public services and related governmental functions. 
· Establishing a framework for secure government processing of personal data to enhance the welfare of the people of the Federal Republic of Somalia; and
· Increasing the beneficial use of personal data in the digital economy of the Federal Republic of Somalia and its participation in regional and global economies.

In performing its duties, the Data Protection Authority is guided by the Constitution of the Federal Republic of Somalia, the DPL other relevant laws, such as the National Communications Law 2017[footnoteRef:2], which lays the basis for a competitive and enabling legal and regulatory environment for ICT services in Somalia. The DPL fills a gap in the FGS’s foundational legal frameworks considered critical for developing a vibrant local digital economy and supporting integration in regional and global digital markets.  [2:  See: https://nca.gov.so/wp-content/uploads/2022/01/National-Communication-Law.pdf] 


The DPA is currently a key beneficiary of the World Bank-financed Somalia Capacity Advancement, Livelihoods and Entrepreneurship through Digital Uplift Project (SCALED-UP). The Project, inter alia, seeks to strengthen FGS’s capacity to support wider access to digitally enabled services and ensure that the enabling legal frameworks are in place to support said scale-up in digital services. SCALED-UP also aims to strengthen the Government’s capacity for data protection and lay the foundations for safeguarding data compliance with the DPL. 

As part of the support provided by the Project, the DPA seeks to engage a consulting firm (“Consultant”) to provide technical advisory services on the development of key policy, operational, and internal governance frameworks to enable the DPA to effectively implement and enforce compliance with the DPL, in line with its mandate.  

1. Objectives

The objectives of this consultancy are to provide advisory support to the DPA in the following areas: 
· Assessing the data protection landscape in Somalia and identifying gaps and priority support areas
· Drafting and development of the DPA’s own data protection policies and practices.
· Development of key policy frameworks including guidance, regulations, guidelines, directives or opinions (as appropriate) to support effective implementation of the DPL. 
· Institutional capacity building for the DPA including training DPA staff.

1. Scope of the Assignment

The Consultant will work with the DPA under the guidance and supervision of the DPA’s Director-General. The assignment consists of three main areas: 

(i) A rapid landscape and gap assessment to identify priority areas to support the DPA.
(ii) Development and drafting of relevant documentation related to key policy frameworks.
(iii) Institutional capacity building for the DPA 

Further detail is set out below.

(i) Rapid landscape and gap assessment
The Consultant will review and become familiar with the situation in Somalia, including the relevant institutions, as well as the existing laws, regulations, and policies currently applicable to data protection, the digital economy, and the management of data in sectors with significant data assets (e.g., telecommunications, civil registration and identification, social protection, healthcare, etc).[footnoteRef:3] The DPA will work with the Consultant to make relevant documents available, where not publicly accessible. The Consultant should be able to work with documents in both English and Somali.  [3:  Relevant laws include the Data Protection Law, the Registration and Identification of Persons Law, other relevant laws for cybersecurity, e-transactions, etc.] 


Based on this review, as well as interviews with key DPA staff and other stakeholders, review of internal DPA documents, and review of other relevant materials, the Consultant will conduct a rapid assessment of existing regulatory and institutional frameworks, gaps, and needs (including with respect to associated capacity and skills). The assessment will identify the priority areas where support to the DPA may be needed, including with respect to core guidance, regulations, guidelines, directives or opinions (as appropriate) to be issued and published.

In addition, the Consultant will undertake a review of the requirements of Chapter II (Administration) and Article 13 of the DPL to provide advice and recommendations to ensure the DPA is being established and set up in compliance with the requirements of that Chapter e.g., mandate, structure, the Board etc. 

(ii) Development of key policy frameworks: DPA internal policies and core guidance, regulations, guidelines, directives or opinions for data subjects and organizations

In close coordination with DPA staff, the Consultant will:

· Develop and draft policies and procedures for the DPA, in accordance with relevant national and international data protection regulations and best practice. The policies and procedures are to cover:
· Internal regulations/bylaws of the DPA (to ensure the DPA is established and functions in compliance with the DPL (see specifically Chapter II and Article 13 DPL).
· The DPA’s own internal policies regarding the handling of personal data including privacy notice, cookie banner, cookie policy, staff-facing data protection manual/policy, staff-facing data subject request policy, data protection staff training policy and any others recommended. 
· Guidance, guidelines, directives and/ or opinions as appropriate for data subjects and organizations on key data protection topics based on the DPL e.g.  registration and fees, lawful basis and principles, breach notification procedures, data retention, data subject rights, measures to safeguard personal data, international data transfers, use of data processors, data protection officers, data protection impact assessments and sensitive personal data etc.,
· Forms, templates, and reporting tools (as applicable/needed) related to the items above for data subjects and organizations as set out in the DPL.
· Establishment and operationalization of effective monitoring and enforcement frameworks including supporting the DPA in establishing and implementing:
· Compliance monitoring, investigations (including complaint handling) and enforcement framework; 
· Sensitive personal data regulations;
· International data transfers adequacy framework i.e. a process for the DPA to designate countries, regions, sectors, international organizations or measures as affording or not affording adequate personal data protection standards for cross-border transfers as required in the DPL

(iii) Institutional Capacity Building for the DPA

The Consultant will provide training to DPA staff on the content and effective implementation of the policies, guidelines, directives, and tools developed under (ii), guided by international norms and experiences from other DPAs as well as the specificities of the Somali context. The training will also include how to continuously assess the adequacy of the frameworks and how to update them, when/as needed.  

1. Deliverables and Timetable 

1. The consultancy will run for a period of 6 months. Deliverables and indicative deadlines are as follows: 

	
	Deliverables
	Details
	Deliverable due date (Contract signature + x weeks) 

	1. 
	Rapid landscape assessment and overall workplan 
	[bookmark: _Int_I4f75E24]Landscape assessment of existing regulatory and institutional frameworks, gaps, and needs (including with respect to associated capacity and skills). The assessment will identify the priority areas where support to the DPA may be needed, including with respect to core guidance, regulations, guidelines, directives or opinions (as appropriate) to be issued and published.

In addition, the Consultant will undertake a review of the requirements of Chapter II (Administration) and Article 13 of the DPL to provide advice and recommendations to ensure the DPA is being established and set up in compliance with the requirements of that Chapter e.g. mandate, structure, the Board etc.
A Workplan with detailed description and timeline of activities to be implemented should be presented.
	4 weeks

	DPA Internal Frameworks 

	1. 
	DPA’s internal regulations/bylaws 
	The regulations/bylaws should ensure that the DPA, its Board, its General Manager etc are all structured in line with Chapter II and Article 13 DPL including mandate, powers and functions and conflicts of interest.

This could also include regulations related to the financial management of the DPA as provided for in Article 41 DPL.
	8 weeks

	2. 
	Draft DPA’s internal policies and procedures 
	All relevant policies related to DPA’s handling of personal data including cookies policy and cookie banner, privacy notice, staff-facing data protection manual/policy, staff-facing data subject request policy, data protection staff training policy and any others recommended
	8 weeks

	3. 
	Forms, templates, and reporting tools (as applicable/needed) 

	As set out in the DPL, there are certain forms, templates and tools that should be prepared e.g. whereby organizations can register, pay a fee, report a data breach etc 
	8 weeks

	4. 
	Final DPA bylaws, policies, procedures, forms etc delivered (with feedback on draft incorporated)
	
	10 weeks

	Guidance, guidelines, directives and opinions for Somali organizations and individuals

	5. 
	Draft guidance on registration and fees
	A short guidance note for the public on when registration is required e.g. data controllers, data processors, DPOs, audit entities etc and who needs to pay what fees, who is exempt etc
	12 weeks

	6. 
	Draft guidance note/ guidelines on Data Protection Impact Assessment and template DPIA
	To assist data controllers and data processors to understand their obligations under the Act and the need to undertake a Data Protection Impact Assessment.

	12 weeks


	7. 
	Draft guidance on lawful basis and data protection principles
	To assist data controllers, data processors and members of the public to understand what the different lawful basis for processing are under the DPL and what needs to be done to meet these. It should also provide guidance on the principles e.g. data minimization, purpose specification, data retention etc
	12 weeks

	8. 
	Draft guidance on data breaches 
	To assist data controllers, data processors and members of the public to understand what the requirements are in the event of a personal data breach including any notification requirements.
	12 weeks

	9. 
	Draft data retention guidance

	To provide clarity that personal data should be retained only as necessary or required by law. This should cover:
· What data needs to be retained
· The format in which it should be kept in
· How long it should be stored for
· Explaining options and the difference between archiving, permanently deleting or anonymizing
· Who has the authority to dispose of it and how it should be disposed of securely
	12 weeks


	10. 
	Draft data subject rights guidance

	Outlines procedure for individuals to exercise each of their data rights under the DPL and what organizations are required to do to give effect to these rights
	12 weeks


	11. 
	DPO guidance
	Principles and guidance on the appointment of and roles and responsibilities of a Data Protection Officer.
	12 weeks

	12. 
	Safeguarding personal data /data security guidance
	To assist organizations with ways to safeguard personal data. This should include both technical and organizational measures such as clean desk policies, encryption, pseudonymization etc.
	12 weeks

	13. 
	International data transfers guidance
	Guidance on how to transfer personal data internationally in compliance with the DPL. It should also cover what types of international transfers are permitted and those that are not, how to assess adequacy of level of protection under the DPL.
	12 weeks

	14. 
	Guidance on data controllers and data processors
	Covering what the different roles are under the DPL, who is responsible for what under the DPL and who has liability.
	12 weeks

	Monitoring and Enforcement Frameworks

	15. 
	Draft Compliance and Enforcement Regulation or Framework
	Sets out the complaints handling procedures and investigations procedures and enforcement mechanisms in the event of non-compliance with the provisions of the Act. It includes how complaints are investigated by DPA and how the results of those investigations are handled. It also includes how the DPA will issue orders under the DPL.

	15 weeks

	16. 
	Sensitive personal data regulations
	As required by Article 14 DPL, this should specify the measures that are needed to be taken in order to process sensitive personal data.
	15 weeks

	17. 
	International data transfers adequacy framework
	A process for the DPA to designate countries, regions, sectors, international organizations or measures as affording or not affording adequate personal data protection standards for cross-border transfers as required in the DPL
	15 weeks

	18. 
	Data Sharing & International Data Transfer Agreement Template
	Addresses cross-border data transfers and provides a standardized template for agreements
	15 weeks

	19. 
	Other regulations or guidance to be issued as provided by DPL
	The DPL provides a number of instances where regulations may be issued under the DPL including in relation to children’s data etc. The DPA appears to have broad discretion to issue regulations elaborating on the law. Therefore, during the course of this consultancy, the parties may mutually agree to include additional regulations or guidance in the scope of this work.
	TBC

	20. 
	Final versions of the above delivered (with feedback on drafts incorporated)
	
	18 weeks

	Institutional Capacity Building for DPA Staff

	21. 
	Training sessions to DPA staff 
	Training sessions held and training materials distributed to familiarize DPA staff with the content and implementation considerations for policies, guidelines, tools, frameworks, etc. developed (above). 
	22 weeks 



1. Administrative Arrangements

The Consultant will report to the DPA and will also liaise and consult with external stakeholders as needed. This will include the DPA’s Legal Advisor as a key Focal Point as well as any other consultants appointed by the DPA.

Except as otherwise provided in these ToRs, all deliverables and reports will be in English and Somali and in Word, Excel and PowerPoint format, or equivalent. Draft versions of deliverables will be submitted electronically, and successive versions of reports will be marked to show changes from the previous draft. Copies of all deliverables will be provided to the DPA.

F. Qualifications

The Consultant shall be a law firm/ a consulting firm with a minimum of 6 years expertise in the data protection field or a consortium of such firms consisting of lawyers and other qualified professionals with high international repute and relevant experience in the legal, regulatory, institutional, and technical aspects referred to in this ToR. 
The Consultant’s team should be comprised of at least the following staff:
Key expert 1: Team Leader and Data Protection Legal/Regulatory Expert

Qualifications and skills: 
a) JD (or equivalent) and Bar admission (or equivalent) qualification in law, with a focus on data protection and privacy, telecommunications, computer science, IT, or similar field. 
b) Minimum 15 years of professional work experience in the area of data protection and privacy, with relevant certifications, and demonstrated experience supporting countries in the development of data protection regulatory regimes.   
c) Familiarity with international laws, standards, and good practices on data protection/privacy. 
d) Strong conceptual and analytical skills. 
e) Fluency in English. 

Key expert 2: Organizational Development Expert 

Qualifications and skills
a) Master’s (or higher) degree in an area relevant to organizational development, law, IT or computer science/engineering, finance or any relevant field. 
b) Minimum 7 years of professional experience in supporting organizational development, with a strong understanding of and demonstrated experience building institutional capacities related to data protection and privacy. 
c) Experience working on data protection issues in a developing country context is a plus. 
d) Strong conceptual and analytical skills. 
e) Fluency in English. 


Key expert 3: Local Legal Expert

Qualifications and skills
a) JD (or equivalent), and license to practice law in Somalia. 
b) Minimum 10 years of professional experience practicing law in Somalia, with a good understanding of the legal landscape, particularly on data protection/privacy issues.  
c) Strong conceptual and analytical skills. 
d) Fluency in Somali and strong ability to speak and write in English. 

Other requirements
It is the Consultant’s obligation to provide premises, vehicles and other technical and office equipment and to make appropriate travel, lodging, and security arrangements for execution of the Services.
Confidentiality 
The consultant will have to agree to keep confidential all information and documentation to be shared by DPA and other stakeholders.

