
Terms of Reference (TOR) for Consultant (Firm) to develop
the Communication and Engagement Strategy

A. Background
The Federal Government of Somalia (FGS) enacted the Somali Data Protection Law (DPL) in 2023, mandating the establishment of the Somali Data Protection Authority (DPA). The DPA’s role is to ensure compliance with the DPL and to oversee its implementation. Key responsibilities of the DPA include:
· Protecting Data Subjects: Safeguarding citizens from risks arising from personal data processing, including risks to their constitutional rights and liberties.
· Promoting Secure Data Processing: Ensuring the security of personal data and privacy.
· Fair and Lawful Data Processing: Ensuring personal data is processed fairly, lawfully, and transparently.
· Facilitating Secure Data Transfers: Enabling the secure transfer of Somali citizens’ personal data held by international organizations to relevant government entities.
· Establishing a Secure Data Processing Framework: Enhancing the welfare of Somalis by ensuring secure government handling of personal data.
· Supporting the Digital Economy: Leveraging personal data for the growth of Somalia’s digital economy and regional/global participation.
To meet these objectives, the DPA must engage in public education, raise awareness, and engage stakeholders including government bodies, businesses, and marginalized communities. As part of this effort, the DPA seeks to develop a comprehensive communication strategy that includes media outreach, public awareness campaigns, media and advertising costs, outreach strategies, and translation services.
The DPA is a key beneficiary of the World Bank-financed Somalia Capacity Advancement, Livelihoods, and Entrepreneurship through Digital Uplift Project (SCALED-UP), which aims to bolster Somalia’s digital economy. The DPA’s communication strategy will ensure that citizens understand their rights and obligations under the DPL. To assist in this, the DPA seeks a consulting firm (“Consultant”) to provide technical advisory services in developing a communication and engagement strategy.
B. Objectives
This consultancy aims to provide advisory support to the DPA in the following areas:
· Assessing Current Communication Landscape: Identify gaps and prioritize areas for improvement in the DPA’s communication efforts.
· Developing a Communication and Engagement Strategy: Increase media coverage on data protection laws and DPA activities, raising awareness across various channels.
· Building Institutional Capacity: Enhance the DPA’s ability to implement and sustain communication strategies effectively.
C. Scope of the Assignment
The Consultant will work under the guidance of the DPA’s Director-General and in close coordination with its Marketing, Communication, and Engagement Consultant. The assignment will be structured around the following key components:
1. Rapid Landscape and Gap Assessment
· Review the DPA’s existing communication strategies, platforms, and outreach efforts.
· Assess public awareness gaps regarding data protection.
· Identify areas for improvement and propose outreach strategies.
2. Development of the Communication and Engagement Strategy
· Identify key stakeholders, including government agencies, private sector entities, civil society organizations, and the general public, while accounting for Somalia’s decentralized governance.
· Develop key messages tailored to different audiences, ensuring clarity on data protection rights and obligations in a culturally and linguistically appropriate manner.
· Propose accessible communication tools and channels (traditional media, digital platforms, community forums, SMS campaigns, etc.).
· Establish a crisis communication framework to manage data breaches, misinformation, and cybersecurity threats.
· Ensure accessibility for all linguistic groups, including translations of key documents and media content.
· Develop a Communications Matrix outlining activities, tools, platforms, measures, benefits, and evaluation channels.
· Create an Internal Communications Matrix to streamline communication among staff.
· Develop an action plan with timelines, target audiences, and outputs aligned with DPA priorities.
3. Media, Advertising, Outreach Costs, and Translation Services
· Media Outreach and Advertising: Identify key media outlets and plan campaigns to raise awareness about data protection laws and the DPA’s role. Develop media engagement strategies and advertising plans (both traditional and digital).
· Outreach Costs: Estimate and manage costs related to media campaigns and community events, proposing cost-effective initiatives.
· Translation Services: Provide translation for documents, media content, and communication materials in Somali and other local languages to ensure inclusivity and clarity.
4. Institutional Capacity Building
· Provide training to DPA staff on implementing communication strategies, media engagement, and outreach activities.
· Equip DPA staff with tools and resources to evaluate and adapt communication efforts based on feedback.
· Ensure knowledge transfer, including to Marketing, Communication, and Engagement Consultant.
D. Deliverables and Timetable
The consultancy will span 6 months, with the following deliverables and deadlines:
	No.
	Deliverables
	Details
	Due Date (Contract signature + x weeks) and amount of total
	

	1
	Inception Report
	A detailed document outlining methodology and approach, with initial findings from a review of the DPA’s communication landscape.
	4 weeks

	- Kick-off meeting within the first week.
- Data collection and review over the next 2 weeks.
- Report drafting and internal review (week 4).

	2
	Stakeholder Analysis
	A report mapping key stakeholder, their roles, and an engagement framework.
	4 weeks
	- Interviews and consultations with stakeholders (week 5-7).
- Drafting and feedback (week 8).

	3
	Key Messages for DPA
	Tailored communication messages for different audiences to explain data protection rights, translation of documentaries, videos, massages and documents.
	10 weeks
	- Develop draft messages (week 9-10).
- Stakeholder feedback and finalization (week 11-12).

	4
	Communication Tools and Channels
	Proposal of communication channels (media, digital platforms, etc.) accessible to Somalia’s diverse population.
	10 weeks
	- Research and analysis of media channels (week 13-14).
- Presentation and feedback (week 15).

	5
	Communications Matrix
	A document outlining key communication activities and evaluation measures.
	14 weeks
	- Define activities and metrics (week 15-16).
- Final review and approval (week 16).

	6
	Internal Communications Matrix
	A matrix outlining communication flows among staff to maximize impact.
	14 weeks
	- Internal workshops with DPA staff (week 17).
- Final document preparation (week 18).

	7
	Marketing, Communications, and Engagement Action Plan
	A detailed plan with timelines, target audiences, and outputs.
	18 weeks
	- Align actions with communication matrix (week 17).
- Plan finalization (week 18).

	8
	Draft Marketing, Communication, and Engagement Strategy
	A structured framework outlining key messages, channels, and media strategies.
	20 weeks
	- First draft presentation (week 19).
- Incorporating feedback and revisions (week 20).

	9
	Final Strategy
	A refined strategy incorporating feedback, ready for implementation.
	20 weeks
	- Review and finalize with DPA (week 20).

	10
	DPA Staff Training
	Training materials, including manuals and interactive exercises.
	20 weeks
	- Develop training materials (week 21).
- Conduct interactive training sessions (week 22).



E. Administrative Arrangements
The Consultant will report directly to the DPA and liaise with relevant stakeholders as needed. All deliverables will be submitted in both English and Somali, in Word, Excel, or PowerPoint formats. Draft versions will be submitted electronically, with feedback incorporated into final versions.
F. Qualifications
The Consultant shall be a consulting firm with expertise in the communication and public relations field and relevant experience in the following areas:
· Proven experience in developing communication and engagement strategies, preferably in regulatory or public sector institutions within fragile or developing country contexts.
· Experience in Communication Strategy Development: Proficient in creating communication strategies, particularly within the realms of business administration, marketing, media, or DPL contexts.
· Knowledge of data protection and privacy regulations, particularly in fragile context like Somalia.
· Experience in stakeholder engagement and public awareness campaigns in Somalia.  
· Strong research, analytical, and writing skills with a demonstrated ability to design culturally sensitive communication strategies.
· Experience in working with government agencies, development partners, and local communities in Somalia is an added advantage.
· Institutional Capacity Building: Proven experience in providing training to government or organizational staff on communication strategy implementation or equivalent assignments.
The Consultant’s team should be comprised of at least the following staff:
Key Expert 1: Institutional Capacity Building Expert (Team Lead)
Qualifications and skills: 
· Master’s (or higher) in journalism, business administration, international relations, public relations, statistics, or another related field.
· Experienced in project management and leadership, with over six years of expertise in research, analysis, and writing, overseeing campaigns, managing teams, coordinating cross-functional projects, and designing culturally sensitive communication strategies to ensure timely and effective execution.
· Experience in strengthening institutions, particularly governance, education, corporate entities, or non-profit organizations.
· Proficient in data-driven decision-making, impact assessment, and statistical analysis.
· Proficient in market research and data analysis, with the ability to assess market trends, consumer behavior, and campaign performance while utilizing methodologies, tools, and techniques to measure the effectiveness of communications and stakeholder engagement initiatives for data-driven decision-making.
· Fluency in English and Somali languages (both written and spoken).
· Having knowledge of the Data Protection Act (DPA) and understanding its implications for organizations and individuals is essential.
· Ability to design capacity-building programs that help DPA staff effectively communicate and explain privacy-related matters.
Key Expert 2: Marketing/ Strategic Communications Specialist
Qualifications and skills
· Master’s (or higher) degree in an area of Business, marketing, IT or computer science/engineering, finance or any relevant field. 
· Proven expertise in developing and implementing communication strategies, with a strong background in strategic planning and brand management to enhance brand positioning and ensure message consistency.
· Extensive experience managing advertising campaigns across digital and social media platforms. Skilled in developing strategic outreach, optimizing ad spend, and analyzing performance for maximum ROI. Proven ability to enhance brand visibility and customer engagement through targeted content and campaigns.
· Experience working on communications in a developing country context is a plus. 
· Strong grasp of data protection laws, particularly how they influence public communication and media messaging. 
· Ability to craft clear messaging on data protection rights, obligations, and best practices.
· Fluency in English and Somali. 
Key Expert 3: Multilingual Outreach and Translation Services Coordinator
Qualifications and skills
· In-depth understanding of the Data Protection Act (DPA) to ensure accurate and legally compliant translations.
· Experience in multicultural communication and translation services.
· Ability to break down complex legal and technical data protection concepts into accessible language.
· Expertise in community engagement and inclusive outreach strategies.
· Ability to develop inclusive outreach strategies that engage diverse communities while respecting data privacy laws.
· Ability to translate complex legal concepts into accessible messages.

G. Confidentiality
The Consultant agrees to maintain confidentiality regarding all information and documentation shared by the DPA and other stakeholders.
